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eduVPN: Security Considerations

eduVPN may not be for everyone:
● Connection profiles do not require any further authentication

○ At connection time, client authenticates with PKI credentials in 
connection profile

● Authentication is done when retrieving connection profile
■ 2FA supported: built-in Google Authenticator
■ Stronger authentication can done done externally (e.g. SAML IdP)

● No firewall included
○ either rely on iptables on the host
○ or route the traffic via a dedicated firewall
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Hosted Tuakiri IdP is now available
● Tuakiri IdP run as a managed service by REANNZ
● Authentication via member-managed backend
● Cloud backend preferred

○ Google Apps
○ Office 365

● Multiple members co-located in hosting
○ Efficient to manage, yet each IdP operates independently

● Interested?  
○
○

REANNZ Update: Tuakiri Hosted IdP
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